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1
SECURE APPLICATION DEBUGGING

BACKGROUND

The present disclosure relates to the field of computers, and
specifically to computers on a network. Still more particu-
larly, the present disclosure relates to debugging computer
applications by a computer on a network.

Computer networks often include a server computer and
one or more client computers. The server computer often
handles operations on behalf of the client computer, such as
executing applications, providing memory and computing
resources, etc. Such operations performed by the server often
require a high level of trust between the client and the server,
which may or may not be warranted, particularly during
debugging operations, due to insecure connections between
the server and client, distrust of who is able to access the
server, etc.

SUMMARY

A method, system, and/or computer program product
enables the secure debugging of a software application. A
server receives a secure software application from a client.
The secure application is designed to execute within the
server, and access to data used by the secure software appli-
cation is protected by a security object, which allows a pro-
cessor within the server to access the data used by the secure
software application without permitting data to exit unpro-
tected from the processor. The server also receives a secure
sidecar debugging application from the client. The secure
sidecar debugging application is designed to debug the secure
application, but cannot be used by the server. If there is an
error in execution of the secure software application within
the server, the server transmits the secure software applica-
tion to the client, where it is debugged using the secure sidecar
debugging application.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

The novel features believed characteristic of the invention
are set forth in the appended claims. The invention itself,
however, as well as a preferred mode of use, further purposes
and advantages thereof, will best be understood by reference
to the following detailed description of an illustrative
embodiment when read in conjunction with the accompany-
ing drawings, where:

FIG. 1 depicts an exemplary computer system and/or net-
work which may be utilized by the present invention;

FIG. 2 illustrates a functional relationship between servers
and clients in a network in accordance with one embodiment
of the present invention;

FIG. 3 depicts additional detail of data protection within a
server on a network;

FIG. 4 illustrates additional detail of protected data being
sent to a cache within a processor used in a server on a
network;

FIG. 5 depicts additional detail of protected data being
stored within a protected memory zone within a server;

FIG. 6 illustrates additional detail of a core within a pro-
cessor; and

FIG. 7 is a high-level flow chart of exemplary steps taken
by one or more processors to securely debug a software
application within a client device.

DETAILED DESCRIPTION

As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method
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2

or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system.” Furthermore, aspects of the present invention may
take the form of a computer program product embodied in one
ormore computer readable medium(s) having computer read-
able program code embodied thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of
the foregoing. More specific examples (a non-exhaustive list)
of the computer readable storage medium would include the
following: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
In the context of this document, a computer readable storage
medium may be any tangible medium that can contain, or
store a program for use by or in connection with an instruction
execution system, apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, including,
but not limited to, wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present invention may be written in any com-
bination of one or more programming languages, including
an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

Aspects of the present invention are described below with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations and/
or block diagrams, and combinations of blocks in the flow-
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chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

These computer program instructions may also be stored in
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function in a particular manner, such that the instructions
stored in the computer readable medium produce an article of
manufacture including instructions which implement the
function/act specified in the flowchart and/or block diagram
block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

With reference now to the figures, and particularly to FIG.
1, there is depicted a block diagram of an exemplary computer
102, which the present invention may utilize. Note that some
or all of the exemplary architecture shown for computer 102
may beutilized by software deploying server 150 and/or other
computer(s) 152.

Computer 102 includes a processor 103, which may utilize
one or more processors each having one or more processor
cores 104. Processor 103 is coupled to a system bus 106. A
video adapter 108, which drives/supports a display 109, is
also coupled to system bus 106. System bus 106 is coupled via
a bus bridge 112 to an Input/Output (I/O) bus 114. An /O
interface 116 is coupled to 1/O bus 114. /O interface 116
affords communication with various I/O devices, including a
keyboard 118, a mouse 120, a Flash Drive 122, a printer 124,
and an optical storage device 126 (e.g., a CD or DVD drive).
The format of the ports connected to /O interface 116 may be
any known to those skilled in the art of computer architecture,
including but not limited to Universal Serial Bus (USB) ports.

Computer 102 is able to communicate with a software
deploying server 150 via network 128 using a network inter-
face 130, which is coupled to system bus 106. Network 128
may be an external network such as the Internet, or an internal
network such as an Ethernet or a Virtual Private Network
(VPN).

A hard drive interface 132 is also coupled to system bus
106. Hard drive interface 132 interfaces with a hard drive 134.
Ina preferred embodiment, hard drive 134 populates a system
memory 136, which is also coupled to system bus 106. Sys-
tem memory is defined as a lowest level of volatile memory in
computer 102. This volatile memory includes additional
higher levels of volatile memory (not shown), including, but
not limited to, cache memory, registers and buffers. Data that
populates system memory 136 includes computer 102’s oper-
ating system (OS) 138 and application programs 144.

0S 138 includes a shell 140, for providing transparent user
access to resources such as application programs 144. Gen-
erally, shell 140 is a program that provides an interpreter and
an interface between the user and the operating system. More
specifically, shell 140 executes commands that are entered
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into a command line user interface or from a file. Thus, shell
140, also called a command processor, is generally the high-
est level of the operating system software hierarchy and
serves as a command interpreter. The shell provides a system
prompt, interprets commands entered by keyboard, mouse, or
other user input media, and sends the interpreted command(s)
to the appropriate lower levels of the operating system (e.g., a
kernel 142) for processing. Note that while shell 140 is a
text-based, line-oriented user interface, the present invention
will equally well support other user interface modes, such as
graphical, voice, gestural, etc.

As depicted, OS 138 also includes kernel 142, which
includes lower levels of functionality for OS 138, including
providing essential services required by other parts of OS 138
and application programs 144, including memory manage-
ment, process and task management, disk management, and
mouse and keyboard management.

Application programs 144 include a renderer, shown in
exemplary manner as a browser 146. Browser 146 includes
program modules and instructions enabling a World Wide
Web (WWW) client (i.e., computer 102) to send and receive
network messages to the Internet using HyperText Transfer
Protocol (HTTP) messaging, thus enabling communication
with software deploying server 150 and other described com-
puter systems.

Application programs 144 in computer 102’s system
memory (as well as software deploying server 150°s system
memory) also include a Secure Application Debugging Logic
(SADL) 148. SADL 148 includes code for implementing the
processes described below in FIGS. 2-7. In one embodiment,
computer 102 is able to download SADL 148 from software
deploying server 150, including in an on-demand basis. Note
further that, in one embodiment of the present invention,
software deploying server 150 performs all of the functions
associated with the present invention (including execution of
SADL 148), thus freeing computer 102 from having to use its
own internal computing resources to execute SADL 148.

The hardware elements depicted in computer 102 are not
intended to be exhaustive, but rather are representative to
highlight essential components required by the present inven-
tion. For instance, computer 102 may include alternate
memory storage devices such as magnetic cassettes, Digital
Versatile Disks (DVDs), Bernoulli cartridges, and the like.
These and other variations are intended to be within the spirit
and scope of the present invention.

With reference now to FIG. 2, a functional relationship
between servers and clients in a network in accordance with
one embodiment of the present invention is presented in a
system 200. Assume that computer 102 depicted in FIG. 1
represents server 1 (202) or server 2 (204) in FIG. 2, and that
other computer(s) 152 from FIG. 1 in FIG. 1 represent client
computer 206 and client computer 208 in FIG. 2. Client
computer 206 is used by User A, who utilizes a User A
integrated development environment 210, while client com-
puter 208 is used by User B, who utilizes a User B IDE 212.
As known to those skilled in the art of computer development
and debugging, an IDE is a software application that provides
resources used to create, modify, edit, and/or manage a soft-
ware application. An IDE typically includes a source code
text editor and a compiler, which are presented to the code
developer (i.e., software engineer) via a user interface (e.g.,
on a display such as display 109 shown in FIG. 1).

In system 200, server 202 and server 204 are part of a cloud
214, which is a network of connected resources (including
server 202 and server 204). Assume for exemplary purposes
that cloud 214 is managed by a service provider, which pro-
vides resources (e.g., processing servers, memory storage,



US 9,235,692 B2

5

etc.) needed to execute software programs on behalf of the
service provider’s customers/clients. For example, assume
that a user of client computer 206 desires to have an applica-
tion A1 (216) (i.e., a “secure software application”) run on its
behalf by server 202. Assume further that application 216 is
encrypted, but that server 202 has access to a private key Al
(218), which can decrypt application 216. As depicted, data
that is input into application 216 comes from the client com-
puter 206 as data A2 (220). However, in order to provide an
additional layer of security in the operations performed by
server 202 on behalf of the client who owns client computer
206, data 220 is sent to server 202 from client computer 206
in a protected form.

With reference now to FIG. 3, additional detail of data
protection within a server on a network is presented. As noted
above, application 216 may be encrypted. Thus, a private key
218 can be sent to the server 202 from a security manager 302
(e.g., a server and/or service that uses another of the other
computer(s) 152 depicted in FIG. 1). In addition, the security
manager 302 can send a security object 222 to server 202. The
security object 222 is required to access an application (e.g.,
application 216) or protected data (e.g., protected data 220)
from a memory 304 within (or used by) the server 202.
Memory 304 may be system memory, .3 cache memory, or
even persistent memory (e.g., a flash drive, a hard drive, etc.)
used by server 202. Assume now that an operating system
(OS) 306 within server 202 wants the processor 303 in server
202 to use protected data 220 as inputs to application 216.
Rather than trust OS 306 to directly access the protected data
220 in memory 304, security object 222 must be used, as
depicted in exemplary manner in FIG. 4. In one embodiment,
security object 222 is compilable and/or executable software
code that performs the processes described herein to access
protected data 220. In another embodiment, security object
222 is a credential, token, key, or other object that is used by
an executable program to afford access to the protected data
220 described herein.

With reference now to FIG. 4, additional detail of protected
data 220 in a server 202 on a network is presented. Assume
that protected data 220 is encrypted. According to one
embodiment of the present invention, however, rather than
decrypting the protected data before sending it to a cache
(e.g., L2 cache 616—see FIG. 6), the protected data 220 is
sent to [.2 cache 416 in its encrypted form. In this encrypted
form (as originally received from the client 206 (see FIG. 2),
application 216 (see FIG. 3) is unable to use protected data
220 as inputs. However, as depicted in FIG. 4, the security
object 222 is able to decrypt the protected data 220 within the
processor 303 in order to generate decrypted data 420, which
can then be sent to the core 404 (for example and more
specifically, to an [.1 data cache 620—see FIG. 6) of proces-
sor 303 for execution. Note again that this decryption takes
place within the processor 303, and decrypted data is allowed
only within the confines of processor 303. That is, the
decrypted data 420 cannot leave the confines of the processor
303, but rather must be re-encrypted before being sent to
memory 304 or other resources that are outside of the proces-
sor 303. Since all actions taken to decrypt the protected data
220 occur within the processor 303, a user of processor 303
(e.g., the owner of server 202 (see FIGS. 2-3) is unable to
access, in a usable/decrypted form, potentially sensitive data
that is provided by the owner of the client computer 206.

While FIG. 4 depicts a process of protecting sensitive data
from the owner of server 202 through the use of encyrption,
FIG. 5 depicts a process for protecting data by storing data
within a protected memory zone within a server. For example
and with reference to FIG. 5, assume that OS 306 wants to
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access protected unencrypted data 520 in memory 304. As the
name implies, protected unencrypted data 520 is unen-
crypted. However, it is stored in an area of memory 304 that
is protected (i.e., protected memory zone 502). Access to
protected memory zone 502 is not possible without executing
a security object 522. Security object 522 is similar to the
security object 222 shown in FIG. 3, in that it may be issued
by a security manager 302. However, rather than provide
decryption, security object 522 provides access to protected
memory zone 502. That is, security object 522 contains a
security algorithm/key/password, which is required by a
memory manager (not shown) to allow the operating system
306 to access the protected memory zone 502. If the server
202 has a copy of the security object 522 (i.e., it has been
received from the security manager 302 shown in FIG. 3),
then the protected unencrypted application 520 is loaded into
L2 cache 516 (or other operational memory) for use by core
504 within processor 303. Note that the protected unen-
crypted data 520 is still protected from malicious attack via
the (unprotected) operating system 306, since it 1) cannot be
accessed outside of the processor 303 and/or memory 304,
and 2) can only be accessed through the use of the security
object 522.

Note that while memory 304 and protected memory zone
502 are depicted in FIG. 5, as being outside of processor 303,
in one embodiment memory 304 and protected memory zone
502 are actually within (inside of) processor 303. This pro-
vides additional protection of the protected unencrypted data
520, such that it can be accessed and utilized only within the
processor 303.

Note further that while, for purposes of clarity, the memory
304 shown in FIG. 3 depicts only the protected data 220 as
being contained within memory 304, is it understood in one
embodiment that memory 304 (e.g., system memory) will
also contain OS 306, security object 222, application Al
(216) and/or private key Al (218), as may be required for
implementing the invention disclosed herein.

Returning now to FIG. 2, assume that an application being
run by server 202 fails. As stated above, the owner of client
206 may not trust server 202 to access its data 220, much less
debug application 216. However, the owner of client com-
puter 206 does trust server 202 enough to hold a copy of 1) the
application and 2) a debugging program, but where the
debugging program is in a protected form. For example,
assume that an application A2 (224) can only be debugged by
a debugging program depicted as sidecar A2 (226). Applica-
tion 224 and/or sidecar 226 are encrypted by a symmetric key
A2 (228), which is a pair of keys that includes a public key
(for encryption) and private key (for decryption). The
encrypted versions of application 224 and/or sidecar 226
together make up a bundle 230, as depicted. In order to utilize
bundle 230 (i.e., in order to decrypt application 224 using
sidecar 226), the sidecar 226 and/or application 224 must be
decrypted by a private key 232, which is available to client
computer 206, but not to server 202.

For example, assume that server 204 is running application
B2 234 (i.e., another “secure software application) when an
error to application 234 occurs (e.g., the program “crashes”™—
stops running, or generates non-fatal error messages, or starts
generating outputs that are known to be erroneous (e.g., are in
an improper format, such as outputting numbers instead of
text, etc.), or starts using more CPU/memory resources than
expected, etc.). As with application 216 described above,
application 234 was decrypted by private key B2 (236) prior
to use, and access to data B2 (238) required the use of a
security object (not shown, but analogous to security object
A2 (222) described herein).
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When application 234 crashed, a bundle 240, comprising
the application B2 (234) and a sidecar B2 (242) (similar to
sidecar 226 discussed herein), is sent from the server 204 to
the User B IDE 212 in client computer 208. Note that sidecar
242 is protected by a symmetric key B2 (244) (i.e., a key pair
of a public key used for encryption and a private key (e.g.,
private key B3 246) used for decryption). In one embodiment,
the application 234 is also protected by symmetric key 244. In
order to utilize the sidecar 242, the client computer 208 first
decrypts the sidecar 242 using a private key B3 (246), which
is accessible to the client computer 208 but not the server 204.
Thus, client computer 208 is able to debug the application
234, but server 204 is not.

In one embodiment, the bundle 240 of information sent to
the client computer includes a core dump 248. Core dump 248
includes a recorded state of memory being used by an appli-
cation (e.g., application 234) at the time of the fault/error/
crash. The core dump 248 includes contents of a program
counter, stack pointer, OS flags, etc. In one embodiment, the
core dump specifically includes contents ofthe L1 instruction
cache 618, the L1 data cache 620, the L2 cache 616, the CRR
680, LCR 682, GPR 684, and/or FPR 688 depicted and
described below in FIG. 6. In one embodiment, the core dump
contain information related to higher-level descriptions of
processing (e.g., a pointer to a line of source and/or object
code at which the error occurred, a flag that was raised by the
error, etc.).

In one embodiment, the bundle 240 of information sent to
the client computer 208 includes telemetry data 250. The
telemetry data 250 describes the operation of the processor
and/or core within the server at the time of the crash.
Examples of such operational data include, but are not limited
to, the bandwidth (i.e., how many calculations perunit of time
are being executed) of the processor/core, memory accesses
(i.e., the quantity of memory accesses made by the processor
during a predefined time period), etc.

While the process of using sidecar 226 or sidecar 242 may
require decrypting sidecar 226 or sidecar 242 before use, in
one embodiment sidecar 226 or sidecar 242 are protected by
a security object, such as security object 222 or security
object 522 described herein. That is, rather than allow an
operating system within a client (e.g., client computer 206 or
208) to directly access sidecar 226 or sidecar 242 after
decryption, one embodiment requires the operating system
within the client to go through a security object (e.g., 222/
522), such that the sidecar 226 or sidecar 242 is accessible
only within a processor that is within the client computer.

With reference now to FIG. 6, additional exemplary detail
of core 104/404/504, as respectively depicted in FIGS. 1, 4,
and 5, as well as the core of a processor used by a client
computer such as client computers 206 and/or 208 in FIG. 2,
is presented. Core 104 includes an on-chip multi-level cache
hierarchy including a unified level two (I.2) cache 616 and
bifurcated level one (L1) instruction (I) and data (D) caches
618 and 620, respectively. As is well-known to those skilled in
the art, caches 616, 618 and 620 provide low latency access to
cache lines corresponding to memory locations in system
memories (e.g., system memory 136 shown in FIG. 1).

Instructions are fetched for processing from .1 I-cache
618 in response to the effective address (EA) residing in
instruction fetch address register (IFAR) 630. During each
cycle, a new instruction fetch address may be loaded into
IFAR 630 from one of three sources: branch prediction unit
(BPU) 636, which provides speculative target path and
sequential addresses resulting from the prediction of condi-
tional branch instructions, global completion table (GCT)
638, which provides flush and interrupt addresses, and branch
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execution unit (BEU) 692, which provides non-speculative
addresses resulting from the resolution of predicted condi-
tional branch instructions. Associated with BPU 636 is a
branch history table (BHT) 635, in which are recorded the
resolutions of conditional branch instructions to aid in the
prediction of future branch instructions.

An effective address (EA), such as the instruction fetch
address within IFAR 630, is the address of data or an instruc-
tion generated by a processor. The EA specifies a segment
register and offset information within the segment. To access
data (including instructions) in memory, the EA is converted
to a real address (RA), through one or more levels of transla-
tion, associated with the physical location where the data or
instructions are stored.

Within core 104, effective-to-real address translation is
performed by memory management units (MMUSs) and asso-
ciated address translation facilities. Preferably, a separate
MMU is provided for instruction accesses and data accesses.
In FIG. 6, a single MMU 611 is illustrated, for purposes of
clarity, showing connections only to Instruction Store Unit
(ISU) 601. However, it is understood by those skilled in the art
that MMU 611 also preferably includes connections (not
shown) to load/store units (LSUs) 696 and 698 and other
components necessary for managing memory accesses.
MMU 611 includes Data Translation Lookaside Buffer
(DTLB) 612 and Instruction Translation Lookaside Buffer
(ITLB) 613. Each TLB contains recently referenced page
table entries, which are accessed to translate EAs to RAs for
data (DTLB 612) or instructions (ITLB 613). Recently refer-
enced EA-to-RA translations from ITLB 613 are cached in
EOP effective-to-real address table (ERAT) 632.

Ifhit/miss logic 622 determines, after translation ofthe EA
contained in IFAR 630 by ERAT 632 and lookup of the real
address (RA) in I-cache directory 634, that the cache line of
instructions corresponding to the EA in IFAR 630 does not
reside in L1 I-cache 618, then hit/miss logic 622 provides the
RA to L2 cache 616 as a request address via [-cache request
bus 624. Such request addresses may also be generated by
prefetch logic within L2 cache 616 based upon recent access
patterns. In response to a request address, .2 cache 616
outputs a cache line of instructions, which are loaded into
prefetch buffer (PB) 628 and 1.1 I-cache 618 via I-cache
reload bus 626, possibly after passing through optional pre-
decode logic 602.

Once the cache line specified by the EA in IFAR 630
resides in L1 I-cache 618, [.1 I-cache 618 outputs the cache
line to both branch prediction unit (BPU) 636 and to instruc-
tion fetch buffer (IFB) 640. BPU 636 scans the cache line of
instructions for branch instructions and predicts the outcome
of conditional branch instructions, if any. Following a branch
prediction, BPU 636 furnishes a speculative instruction fetch
address to IFAR 630, as discussed above, and passes the
prediction to branch instruction queue 664 so that the accu-
racy of the prediction can be determined when the conditional
branch instruction is subsequently resolved by branch execu-
tion unit 692.

IFB 640 temporarily buffers the cache line of instructions
received from L1 I-cache 618 until the cache line of instruc-
tions can be translated by instruction translation unit (ITU)
642. In the illustrated embodiment of core 104, ITU 642
translates instructions from user instruction set architecture
(UISA) instructions into a possibly different number of inter-
nal ISA (IISA) instructions that are directly executable by the
execution units of core 104. Such translation may be per-
formed, for example, by reference to microcode stored in a
read-only memory (ROM) template. In at least some embodi-
ments, the UISA-to-IISA translation results in a different
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number of IISA instructions than UISA instructions and/or
IISA instructions of different lengths than corresponding
UISA instructions. The resultant IISA instructions are then
assigned by global completion table 638 to an instruction
group, the members of which are permitted to be dispatched
and executed out-of-order with respect to one another. Global
completion table 638 tracks each instruction group for which
execution has yet to be completed by at least one associated
EA, which is preferably the EA of the oldest instruction in the
instruction group.

Following UISA-to-IISA instruction translation, instruc-
tions are dispatched to one of latches 644, 646, 648 and 650,
possibly out-of-order, based upon instruction type. That is,
branch instructions and other condition register (CR) modi-
fying instructions are dispatched to latch 644, fixed-point and
load-store instructions are dispatched to either of latches 646
and 648, and floating-point instructions are dispatched to
latch 650. Each instruction requiring a rename register for
temporarily storing execution results is then assigned one or
more rename registers by the appropriate one of CR mapper
652, link and count (LLC) register mapper 654, exception
register (XER) mapper 656, general-purpose register (GPR)
mapper 658, and floating-point register (FPR) mapper 660.

The dispatched instructions are then temporarily placed in
an appropriate one of CR issue queue (CRIQ) 662, branch
issue queue (BIQ) 664, fixed-point issue queues (FXIQs) 666
and 668, and floating-point issue queues (FPIQs) 670 and
672. From issue queues 662, 664, 666, 668, 670 and 672,
instructions can be issued opportunistically to the execution
units of processor 103 (shown in FIG. 1) for execution as long
as data dependencies and antidependencies are observed. The
instructions, however, are maintained in issue queues 662-
672 until execution of the instructions is complete and the
result data, if any, are written back, in case any of the instruc-
tions need to be reissued.

As illustrated, the execution units of core 104 include an
execution subcomponent 603, which includes a CR unit
(CRU) 690 for executing CR-modifying instructions, a
branch execution unit (BEU) 692 for executing branch
instructions, two fixed-point units (FXUs) 694 and 605 for
executing fixed-point instructions, two load-store units
(LSUs) 696 and 698 for executing load and store instructions,
and two floating-point units (FPUs) 606 and 604 for execut-
ing floating-point instructions. Each of execution units 690-
604 is preferably implemented as an execution pipeline hav-
ing a number of pipeline stages.

During execution within one of execution units 690-604,
an instruction receives operands, if any, from one or more
architected and/or rename registers within a register file
coupled to the execution unit. When executing CR-modifying
or CR-dependent instructions, CRU 690 and BEU 692 access
the CR register file 680, which in a preferred embodiment
contains a CR and a number of CR rename registers that each
comprise a number of distinct fields formed of one or more
bits. Among these fields are LT, GT, and EQ fields that respec-
tively indicate if a value (typically the result or operand of an
instruction) is less than zero, greater than zero, or equal to
zero. Link and count register (LCR) file 682 contains a count
register (CTR), a link register (LR) and rename registers of
each, by which BEU 692 may also resolve conditional
branches to obtain a path address. General-purpose register
files (GPRs) 684 and 686, which are synchronized, duplicate
register files, and store fixed-point and integer values
accessed and produced by FXUs 694 and 605 and L.SUs 696
and 698. Note that floating-point register file (FPR) 688,
which like GPRs 684 and 686 may also be implemented as
duplicate sets of synchronized registers, contains floating-
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point values that result from the execution of floating-point
instructions by FPUs 606 and 604 and floating-point load
instructions by LSUs 696 and 698.

After an execution unit finishes execution of an instruction,
the execution unit notifies GCT 638, which schedules
completion of instructions in program order. To complete an
instruction executed by one of CRU 690, FXUs 694 and 605
or FPUs 606 and 604, GCT 638 signals the execution unit,
which writes back the result data, if any, from the assigned
rename register(s) to one or more architected registers within
the appropriate register file. The instruction is then removed
from the issue queue and once all instructions within its
instruction group have been completed, it is removed from
GCT 638. Other types of instructions, however, are com-
pleted differently.

When BEU 692 resolves a conditional branch instruction
and determines the path address of the execution path that
should be taken, the path address is compared against the
speculative path address predicted by BPU 636. If the path
addresses match, no further processing is required. If, how-
ever, the calculated path address does not match the predicted
path address, BEU 692 supplies the correct path address to
IFAR 630. In either event, the branch instruction can then be
removed from BIQ 664, and when all other instructions
within the same instruction group have completed executing,
from GCT 638.

Following execution of a load instruction, the effective
address computed by executing the load instruction is trans-
lated to a real address by a data ERAT (not illustrated) and
then provided to L1 D-cache 620 as a request address. At this
point, the load instruction is removed from FXIQ 666 or 668
and placed in load reorder queue (LRQ) 609 until the indi-
cated load is performed. If the request address misses in [.1
D-cache 620, the request address is placed in load miss queue
(LMQ) 607, from which the requested data is retrieved from
L2 cache 616, and failing that, from another core 104 or from
system memory. LRQ 609 snoops exclusive access requests
(e.g., read-with-intent-to-modity), flushes or kills on inter-
connect fabric (not shown) against loads in flight, and if a hit
occurs, cancels and reissues the load instruction. Store
instructions are similarly completed utilizing a store queue
(STQ) 610 into which effective addresses for stores are
loaded following execution of the store instructions. From
STQ 610, data can be stored into either or both of .1 D-cache
620 and L2 cache 616.

Note that the state of a processor includes stored data,
instructions and hardware states at a particular time, and are
herein defined as either being “hard” or “soft.” The “hard”
state is defined as the information within a processor that is
architecturally required for a processor to execute a process
from its present point in the process. The “soft” state, by
contrast, is defined as information within a processor that
would improve efficiency of execution of a process, but is not
required to achieve an architecturally correct result. In core
104 of FIG. 6, the hard state includes the contents of user-
level registers, such as CRR 680, LCR 682, GPRs 684 and
686, FPR 688, as well as supervisor level registers 651. The
soft state of core 104 includes both “performance-critical”
information, such as the contents of L1 I-cache 618, L1
D-cache 620, address translation information such as DTLB
612 and ITLB 613, and less critical information, such as BHT
635 and all or part of the content of .2 cache 616. Thus, the
content of such registers are fixed values that describe a
real-time current architecture state register of the processor
core 104.
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Thus, in one embodiment, the content of the core dump 248
depicted in FIG. 2 contains the “hard” state and/or the “soft”
state of the core, as described/defined above.

In one embodiment of the present invention, the decoded/
decrypted data is loaded directly into the L1 D-cache 620
depicted in FIG. 6, thus bypassing the LSU 696/698, STQ
610, etc. In one embodiment, the decrypted data 420 is sent to
the [.2 cache 616, depicted in FIG. 6, from which it is dis-
patched to the respective execution units.

Returning now to FIG. 3, as described above, security
manager 302 is a server/service (e.g., using one or more of the
other computer(s) 152 depicted in FIG. 1) that, among other
functions, creates the security object 222. In one embodi-
ment, each security object is specific for particular data. That
is, a first security object may be designed to decrypt a first
protected data; a second security object may be designed to
decryptasecond protected data; etc. This allows a fine level of
granularity for controlling which protected data can be
decrypted/enabled for use by a server and/or a client.

Note again that in FIG. 4, in one embodiment the protected
data 220 is unusable until they it is inside of the processor 303,
where it is converted into its usable form using the security
object 222. This ensures that the use of the protected data 220
cannot occur without the use of the security object 222, which
use must occur inside of (within) the processor 303.

With reference now to FIG. 7, a high-level flow chart of
exemplary steps taken by one or more processors to securely
enable the debugging of a software application. After initiator
block 702, a server receives a secure software application
from a client (block 704). The secure application is designed
to execute within the server. However, access to data used by
the secure software application is protected by a security
object, which allows a processor within the server to access
the data used by the secure software application without
permitting data to exit unprotected from the processor.

As described in block 706, the server receives a secure
sidecar debugging application from the client. The secure
sidecar debugging application is designed to debug the secure
application. In one embodiment, the secure sidecar debug-
ging application is encrypted, such that the client, but not the
server, has a copy of a private key needed to decrypt the secure
sidecar debugging application.

As described in query block 708, a query is made as to
whether an execution error (e.g., a crash, fault, etc.) has
occurred when executing the secure software application
within the server. As described in block 710, in response to
detecting that there has been an error when executing the
secure software application within the server, the secure soft-
ware application is transmitted from the server to the client,
thus allowing the client to debug the secure software appli-
cation. The process ends at terminator block 712.

In one embodiment of the present invention, in response to
detecting the error in execution of the secure software appli-
cation within the server, the secure sidecar debugging appli-
cation is transmitted from the server to the client (in case the
client does not already have a copy of the secure sidecar
debugging application needed to debug the secure software
application).

In one embodiment of the present invention, in response to
detecting an error in execution of the secure software appli-
cation within the server, a core dump from a processor in the
server that is executing the secure software application is
generated, and then transmitted from the server to the client.
In one embodiment, this core dump comprises contents of a
data cache, an instruction cache, and a register within a core
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of'the processor at a time of the error. In one embodiment, this
core dump is encrypted before being transmitted from the
server to the client.

In one embodiment of the present invention, in response to
detecting the error in execution of the secure software appli-
cation within the server, telemetry data is transmitted from the
server to the client. In one embodiment, this telemetry data
describes: a quantity of calculations per a first predefined time
period, and a quantity of memory accesses per a second
predefined time period, wherein the quantity of calculations
and quantity of memory accesses occur during a third pre-
defined time period before the error in execution of the secure
software application occurred.

In one embodiment of the present invention, a security
object rescission order is transmitted to the server, wherein
the security object rescission order prevents the processor
within the server from further utilizing the data required by
the secure software application. For example and with refer-
ence again to FIG. 3, assume that server 202 is utilizing
security object 222 to access protected data 220 needed for
inputs to application 216. Security manager 302 can stop this
process by sending a security object rescission order 308 to
server 202, which blocks OS 306 from utilizing security
object 222. That is, assume that each time protected data 220
is accessed through the use of the security object 222, only a
limited amount of data (e.g., a line, page, block, heap, etc.)
can be accessed before security object 222 must again be
invoked (to access the next line/page/block/etc.). Thus, by
disabling the security object 222, no new data can be accessed
from the memory 304.

Similarly, a private key rescission order 310 can be sent to
client computer 208 (see FIG. 2), thereby blocking the use of
sidecar 242 to debug application 234. This blocking of sidecar
242 by private key rescission order 310 can be accomplished
by corrupting private key 246, thus preventing further decryp-
tion of sidecar 242. That is, assume that only a limited section
of application 234 can be debugged using sidecar 242 (via the
use of private key 246). Thereafter, in order to debug a next
section of application 234 (e.g., a next block of code, a next
function of application 234, etc.), sidecar 242 must again be
decrypted by private key 246. However, the private key rescis-
sion order 310 disables the private key 246 (e.g., by corrupt-
ing the private key 246, blocking access to the private key 246,
etc.), thus preventing any further debugging of application
234. Note that if sidecar 242 is accessible only through a
security object (e.g., 222 or 522 described above), then a
rescission order can be issued from the security manager 302
(see FIG. 3) to client computer 208, thus selectively disabling
that security object.

As described now and herein, and in further reference to
FIG. 6, in one embodiment of the present invention the server
comprises a processor, the processor comprises a core, and
the core comprises a data cache. In one embodiment, the
security object is able to push data directly onto the L1
D-cache 620, thus providing faster, and yet still secure, opera-
tions within the core. Note that L1 denotes lowest level of
cache, which is first checked to locate an operand (in the case
of'a data (D) cache) or data (in the case of a data (D) cache).
If the requisite operand/data is not found within the L1 cache
(i.e., a “cache miss”), then the next highest level cache
memory (L.2 cache) is searched. If there is an [.2 cache miss,
then the next highest L3 cache (if the system has an L3 level
cache) is searched. If there is an [.2/[.3 cache miss, then
system memory is searched for the requisite operand/data. If
system memory does not have the needed operand/data (e.g.,
apage fault), then virtual memory, persistent memory (e.g., a
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hard drive), and/or amemory cloud (e.g., a network of storage
devices) are searched for the needed operand or data.

Note that the flowchart and block diagrams in the figures
illustrate the architecture, functionality, and operation of pos-
sible implementations of systems, methods and computer
program products according to various embodiments of the
present disclosure. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or por-
tion of code, which comprises one or more executable
instructions for implementing the specified logical func-
tion(s). It should also be noted that, in some alternative imple-
mentations, the functions noted in the block may occur out of
the order noted in the figures. For example, two blocks shown
in succession may, in fact, be executed substantially concur-
rently, or the blocks may sometimes be executed in the reverse
order, depending upon the functionality involved. It will also
be noted that each block of the block diagrams and/or flow-
chart illustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implemented
by special purpose hardware-based systems that perform the
specified functions or acts, or combinations of special pur-
pose hardware and computer instructions.

The terminology used herein is for the purpose of describ-
ing particular embodiments only and is not intended to be
limiting of the invention. As used herein, the singular forms
“a”, “an” and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will be
further understood that the terms “comprises” and/or “com-
prising,” when used in this specification, specify the presence
of stated features, integers, steps, operations, elements, and/
or components, but do not preclude the presence or addition
of one or more other features, integers, steps, operations,
elements, components, and/or groups thereof.

The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements in the claims
below are intended to include any structure, material, or act
for performing the function in combination with other
claimed elements as specifically claimed. The description of
various embodiments of the present invention has been pre-
sented for purposes of illustration and description, but is not
intended to be exhaustive or limited to the invention in the
form disclosed. Many modifications and variations will be
apparent to those of ordinary skill in the art without departing
from the scope and spirit of the invention. The embodiment
was chosen and described in order to best explain the prin-
ciples of the invention and the practical application, and to
enable others of ordinary skill in the art to understand the
invention for various embodiments with various modifica-
tions as are suited to the particular use contemplated.

Note further that any methods described in the present
disclosure may be implemented through the use of a VHDL
(VHSIC Hardware Description Language) program and a
VHDL chip. VHDL is an exemplary design-entry language
for Field Programmable Gate Arrays (FPGAs), Application
Specific Integrated Circuits (ASICs), and other similar elec-
tronic devices. Thus, any software-implemented method
described herein may be emulated by a hardware-based
VHDL program, which is then applied to a VHDL chip, such
as a FPGA.

Having thus described embodiments of the invention of the
present application in detail and by reference to illustrative
embodiments thereof, it will be apparent that modifications
and variations are possible without departing from the scope
of the invention defined in the appended claims.

What is claimed is:

1. A method of enabling secure debugging of a software
application, the method comprising:

10

15

20

25

30

35

40

45

50

55

60

65

14

receiving, by a server, a secure software application from a
client, wherein the secure software application is
designed to execute within the server, wherein access to
data used by the secure software application is protected
by a security object, and wherein the security object
allows a processor within the server to access the data
used by the secure software application without permit-
ting data to exit unprotected from the processor;

receiving, by the server, a secure sidecar debugging appli-
cation from the client, wherein the secure sidecar debug-
ging application is designed to debug the secure soft-
ware application, wherein the secure sidecar debugging
application is encrypted, and wherein the client, but not
the server, has a copy of a private key needed to decrypt
the secure sidecar debugging application;

in response to detecting an error in execution of the secure
software application within the server, transmitting the
secure software application from the server to the client;
and

inresponse to detecting the error in execution of the secure
software application within the server, transmitting the
secure sidecar debugging application from the server to
the client, wherein the client is enabled to decrypt the
secure sidecar debugging application and to debug the
secure software application.

2. The method of claim 1, further comprising:

inresponse to detecting the error in execution of the secure
software application within the server, generating a core
dump from the processor in the server that is executing
the secure software application; and

transmitting the core dump from the server to the client.

3. The method of claim 2, wherein the core dump com-
prises contents of a data cache, an instruction cache, and a
register within a core of the processor at a time of the error.

4. The method of claim 2, further comprising:

encrypting the core dump before transmission to the client.

5. The method of claim 1, further comprising:

inresponse to detecting the error in execution of the secure
software application within the server, transmitting
telemetry data from the server to the client, wherein the
telemetry data describes:

a quantity of calculations per a first predefined time
period, and

a quantity of memory accesses per a second predefined
time period, wherein the quantity of calculations and
quantity of memory accesses occur during a third
predefined time period before the error in execution of
the secure software application occurred.

6. The method of claim 1, further comprising:

transmitting a security object rescission order to the server,
wherein the security object rescission order prevents the
processor within the server from further utilizing the
data used by the secure software application.

7. A computer program product for enabling secure debug-
ging of a software application, the computer program product
comprising a non-transitory computer readable storage
medium having program code embodied therewith, the pro-
gram code readable and executable by one or more processors
to perform a method comprising:

receiving, by a server, a secure software application from a
client, wherein the secure software application is
designed to execute within the server, wherein access to
data used by the secure software application is protected
by a security object, and wherein the security object
allows a processor within the server to access the data
used by the secure software application without permit-
ting data to exit unprotected from the processor;
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receiving, by the server, a secure sidecar debugging appli-
cation from the client, wherein the secure sidecar debug-
ging application is designed to debug the secure soft-
ware application, wherein the secure sidecar debugging
application is encrypted, and wherein the client, but not
the server, has a copy of a private key needed to decrypt
the secure sidecar debugging application;
in response to detecting an error in execution of the secure
software application within the server, transmitting the
secure software application from the server to the client;
and
in response to detecting the error in execution of the secure
software application within the server, transmitting the
secure sidecar debugging application from the server to
the client, wherein the client is enabled to decrypt the
secure sidecar debugging application and to debug the
secure software application.
8. The computer program product of claim 7, wherein the
method further comprises:
in response to detecting an error in execution of the secure
software application within the server, generating a core
dump from the processor in the server that is executing
the secure software application; and
transmitting the core dump from the server to the client.
9. The computer program product of claim 8, wherein the
core dump comprises contents of a data cache, an instruction
cache, and a register within a core of the processor at a time of
the error.
10. The computer program product of claim 8, wherein the
method further comprises:
encrypting the core dump before transmission to the client.
11. The computer program product of claim 7, wherein the
method further comprises:
in response to detecting the error in execution of the secure
software application within the server, transmitting
telemetry data from the server to the client, wherein the
telemetry data describes:
a quantity of calculations per a first predefined time
period, and
a quantity of memory accesses per a second predefined
time period, wherein the quantity of calculations and
quantity of memory accesses occur during a third
predefined time period before the error in execution of
the secure software application occurred.
12. The computer program product of claim 7, wherein the
method further comprises:
transmitting a security object rescission order to the server,
wherein the security object rescission order prevents the
processor within the server from further utilizing the
data required by the secure software application.
13. A computer system comprising:
aprocessor, a computer readable memory, and a computer
readable storage medium;
first program instructions to receive, by a server, a secure
software application from a client, wherein the secure
software application is designed to execute within the
server, wherein access to data used by the secure soft-
ware application is protected by a security object, and
wherein the security object allows a processor within the
server to access the data used by the secure software
application without permitting data to exit unprotected
from the processor;
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second program instructions to receive, by the server, a
secure sidecar debugging application from the client,
wherein the secure sidecar debugging application is
designed to debug the secure software application,
wherein the secure sidecar debugging application is
encrypted, and wherein the client, but not the server, has
a copy of a private key needed to decrypt the secure
sidecar debugging application; and

third program instructions to, in response to detecting an
error in execution of the secure software application
within the server, transmit the secure software applica-
tion from the server to the client; and

fourth program instructions to, in response to detecting the
error in execution of the secure software application
within the server, transmit the secure sidecar debugging
application from the server to the client, wherein the
client is enabled to decrypt the secure sidecar debugging
application and to debug the secure software applica-
tion; and wherein

the first, second, third, and fourth program instructions are
stored on the computer readable storage medium and
executed by the processor via the computer readable memory.

14. The computer system of claim 13, further comprising:

fifth program instructions to, in response to detecting an
error in execution of the secure software application
within the server, generate a core dump from the proces-
sor in the server that is executing the secure software
application; and wherein

the fifth program instructions are stored on the computer
readable storage medium and executed by the processor via
the computer readable memory.

15. The computer system of claim 14, wherein the core
dump comprises contents of a data cache, an instruction
cache, and a register within a core of the processor at a time of
the error.

16. The computer system of claim 13, further comprising:

fifth program instructions to, in response to detecting the
error in execution of the secure software application
within the server, transmit telemetry data from the server
to the client, wherein the telemetry data describes:

a quantity of calculations per a first predefined time
period, and
a quantity of memory accesses per a second predefined
time period, wherein the quantity of calculations and
quantity of memory accesses occur during a third
predefined time period before the error in execution of
the secure software application occurred; and wherein
the fifth program instructions are stored on the computer
readable storage medium and executed by the processor via
the computer readable memory.

17. The computer system of claim 13, further comprising:

fifth program instructions to transmit a security object
rescission order to the server, wherein the security object
rescission order prevents the processor within the server
from further utilizing the data used by the secure soft-
ware application; and wherein

the fifth program instructions are stored on the computer
readable storage medium and executed by the processor via
the computer readable memory.
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